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HTTPS Everywhere



A certificate testifies the  
server is valid for 

website



Certificates are supposed 
to be revocable



Standard revocation 
forms:

OCSP CRLs



CRLs

Large. Irrelevant Info.



Firefox uses OCSP today



OCSP downsides:

Privacy. Latency.



CERT_VALIDATION_HTTP_REQUEST_SUCCEEDED_TIME

200 ms to first connection!



...compress and ship all 
CRLs.



CRLs

Cascading 
bloom filters

Certificate Transparency



CT CRLs

Cascading 
bloom filters



Updates: 100s kB per day

Replace OCSP for the 
common case



Better privacy
Better latency

Doing it the Mozilla way



CRLite
Experiments in Nightly

Beginning Q1
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